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Abstract: With the development of 5G and artificial intelligence, the local data generated
by massive distributed intelligent terminals is growing exponentially. In order to promote
data sharing while protecting user privacy, federated learning technology realizes distributed
model training through parameter aggregation. However, the centralized architecture of
traditional federated learning has the risk of single point of failure, and faces privacy
disclosure threats such as inference attacks. Therefore, this thesis proposes a data security
aggregation strategy that integrates blockchain and privacy computing to solve the privacy
leakage and data integrity problems in the transmission and aggregation of model parameters

in cross-region multi-terminal scenarios. The solution builds a federated learning architecture
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with regional server clusters as the core, reduces the risk of single point of failure through
distributed storage and computing, and ensures transparency, traceability and immutability
of data aggregation combined with blockchain smart contracts. Further, a lightweight privacy
protection scheme is proposed, which combines elliptic curve homologous encryption and
dynamic threshold Shamir secret sharing technology to realize fragment encryption upload
and distributed aggregation of gradient parameters. Theoretical analysis shows that this
scheme can effectively resist gradient inversion and collusion attacks under semi-honest and
active attack models. The experimental results show that the communication and calculation
cost are significantly reduced under the premise of controllable model accuracy loss, and the
feasibility and high efficiency of the practical application are verified.

Key words: federated learning, blockchain, privacy computing, data aggregation, Shamir

secret sharing, homomorphic encryption
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e 55 g M MR 55 AAE NI IT A 2507 R — BUWRia e . BRI, ZSG 1Y LRSS e AR
DI A EN 9 505 S ZS WS SIRAES S, FaoeiloA MR : R — RS R0k
GF(p), HH p BMETR 2 AR SH Y TE R (F1 p > 22°°); PRG W9FhT Sp 2
e o5 s b L, MT e X R B S TIIRME ¢ i 2R 55 a8 AR 24 A48 YO Mg
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{GF(p), Sp, Hash(-), ShZSI'1R ¢, ZS {HEREL m}, WIS EN FEHMG 4 ZS [A) 25 3K Eux 48
SEAPRBRE 43 2B bR o B — 2o

(2) % R BHAE R 54y & SS.share()

ZI BRI R AR O R —, EN SRR SR % 40 I & 25 5
BE IR ZS 35 5, DAB I B SRR o 24 EN_ i A2 JRAHUBEBE g:x BF, 27 SC0F e 4 BEm g
Z GF(p) 3, FiERAHAK 11—t -1 RZWK fi(z) = gitarr+aa®+- -4 a2a' 1
Hp, ZWFE a1 £ a1 T PRG(Sp||w) A0, X HE v ARERGIE, BTEFHRAFE EN
B S, BRI . XA 2S5, (5 =1,...,m), EN W8GR s(i,5) = fi(d) FHHms
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7S TEFNCRLEE B G AT B pL ] o B — b 4% ZS M se, WdERE s A
s(i,j) RGBT GF(p) WA RITE, AREAIEZEY o BEEMES IR R B )
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PE, AT R TN F A

9ik = Z |ﬁi,j X H ((;EOJ_—ZZ[))] (13)

j=1 1#]

YA EN MR EM G, ERGHEPITRERGERE, THENECEFIBE: g =
1 n
n Zi:l Giko

A BGE S ST TR LR S 4 B9, 24 ZSG B35 KN EN o kA28 ki, &
g8 AT AR AR [ 8 ()22 A R G RN N ShASTHRE T TRRE ¢ [, 43 R s S EN [0 mt ZS Ki%
ayh, BIEERA: ZS R El sz ey, AR G R SR A e SRR BE EE A

2.3 T RORL VRS Bl fe A R A RN i e

ANTET 2.1 5 2.2 BRI PIAR AL T RIS —PhRL & R AL RSO S 3h ST TR
Shamir b I ZRYBIR 7 I Bt 2 R G 78 FL RGN B i ki, PA-Chain
7S¢ < BB 0 W 7S A 0 9 Y 07 o o | e/ P 7 E R 8 R o | R N G R Py

- 12 -
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BOE M I TR E . DG R E N R & R BRI RA T B B S RUS AT A I R, IS8k
BRI 50 7 & s ECC-Paillier IS ASHISIA 248, AL pi SR TSSS 53k
TR RIS A% . WG, RIS Sl A AR, RS AR RS A IS A
DI o DB R 2360 45 DA I A AT RIS IR SR &, 2RI R SO, di
FASJE U DX R 5 it A1 SURA B 20 P MM AR 3 4 Jm 5, BRAS- I S0 & TRy 2R R«
BRME I B BONE . A RIS R A, S XIS K T AL R S TR
M FLFEUCH v i, RERISHRARINSENE 1 s, N R RS A I A5 248 &, A
fatr “HE” 5 ECC-Paillier FZSIIE MM K SEL, AR “SS” FUR3hA TSSS K S L.

Algorithm 1: BT FRFLA T B 5 & 4 4 0 ms s
Input: |ZSG| < {ZSG1, ZSGa, ..., ZSG,},
EN local model parameters <— {g1,1,01,2,- -+ 9n,i}

Global model of last round < w,_;
Output: Updated global model w,

(pk, sky,...,sk;) < DKG(tug,l) // PA-Chain 4 i [F A% 4%
(GF(p), Sp,m, tss, Hash()) < SS.init() // ﬂ%&é:ﬁ%ﬂ%ﬂc

for kin (1,...,1) do

ZSGy, bend {k‘ | pk, GF(p), Sp,m, tss, Hash(),w,_1} to EN
foreach EN, ; € ZSGy, do

Chp  HE.Enc(gix,pk) // B2 505 £ R 5 X

(Isil, Chasn) ¢ SS.share(cyp, Tussm) // BLE 3 F 4 fk B
| Send {Clig, |sil, Clagn} to ZS € ZSGy,

foreach 7S ; € PA-Chain do
|87,|'ual7,d — SS Ue?“ify() // %)ZA;E N %‘%—‘ \?ﬁiﬁ%ﬂ[ﬁ
CHE — SS.recon(|ilvatia) // BELZEHERE

Cyiobal < HE.add(Chy, ..., Ciig) // FIS kR A
Sksupser < HE.Dec.select(sky, ..., sk, tug)
w, < HE.Dec.threshold(Ciopai, Sksuvser) // B2 BIE %

return w,

- 13-
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3 ZeYMear
3.1 EEESPr
TR 1. ZO3EN%T & RIRIR S B Fo R M A AN TR FL )| %4L 7 3208 EHaGH

N T A2 BT ARAL, N R e ?;Hfié\/*% LA RE -, TIFF BT LR, BF:
al 1
Decrypt (N z:: Encrypt(g; ) =N ; 9 (14)

Hb N ASENGGT ES, g AF @ AT RGP,
iERA. X1 ECC-Paillier R IERf 1, ¥ Encrypt(g1) = (P, Q1),Encrypt(gz) = (P2, Q2), M:
Poymm = PL+ P, = m G+ mG = (7 + m2)G (15)
Quun = Q1+ Qa = (GRH™) - (G H™) = G 7 (16)

WA, A
qum G99 +92 [ymitme
PSk - (7T1 + ’/TQ)H

sum

RGN ARG R Gz B g1+ g2 B, Decrypt(Encrypt(g:1) +Encrypt(gs2)) =
91 + g2, Bl ECC-Paillier [AlZhN#HEHA VAR

X} Shamir FREF L2 RIIEMME, £— Mk GEFE AR I, A€ t PAR,
SAETE BAUHAE— D IREORN I ¢ — 1 2 S A sz 2 il b, X2
HEAEH, ®2HK f(r) =s+tar+---+a '™, SRH s; = (). HTTEMELR
kR sy RATZH f(o) A8, FrPAHX ¢ A3 T iae 21 m 2w @ 5 5 200
f(x) SEAAAR, AT f£(0) MosteE M5 . Ed s il H i, A« =0:

: 0—k
s=>5 Il ~— (18)
j=1 1<h<t !
k#j

= G9 +92 (17)

Decrypt (qum)

WZIRECH t — 1, FHESRME—, SEWR s ST . 6 AP, mE. o
v RE SRR LR B g WIS & ZSo x RAM KBS E, N

N
Decrypt ( ZEnerypt 9k > = ng = Zgi (19)
i=1
XGRS B SCR AR 3, B E R 1o, BALERPEAS DABRIE. O

3.2 FamLtsrdr

T 2. %70 5 2 R 5 B oy 3B T18 40t . 1Bi&% ECC-Paillier /% £ % F ECDLP #o
Paillier 18i% %4, B Shamir $:F &£ F KA (t,m)-1TIRAUH], W 2HH kBB R A% &
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1E ey %5(;5@53\)}17 'Ti§$i&#%/§i i s F/?\EIF‘—};E] ﬂﬂ'iﬁ%/{l/}('[:%%'fﬁf-: (]) g’\ﬂif—_ﬂ‘ t A~ Shamir 2
K5 (2) B ECC-Paillier ho % .

iER. PR 1 Boh G S ECC-Paillier I AMELEE g, LEM S C; = Encrypt(g:). 4
EME R P = oG, fifls ECDLP i, SKAFHEYIEL ¢ MTTRIRBEEN IR, /I

PrlA(G, P) = ¢] < negl(}) (20)

EEHE n? 7, ET DCR ik, X4 h™n® mod n® HKEAEAAERTT ZHE, H
h = G* mod n?, XH o HEVHSE. MIFHEXR:

| Pr[A(h™"n? mod n* = 1] — Pr[A(U) = 1]| < negl(\) (21)

Ht, YhEIEM C R gi, BRAERIN B ECC ) ECDLP {Ri% Ml Paillier 1§ DCR
i
LR 20 FEC C i (¢, m)-Shamir BRI RH {si1, ... Simbo Rt D HA]
K EN Ci, DTt A R E B S
{o 15| > t
H(Cil{si;}jes) = (22)
H(C) |S|<t
R, TRt — 1 M FES S, FEHMNN R, Hift C] ZHRWE: f(siy) =
sij (€8 H f(0)=Cl. Wik, WliFH kX C SHibLE .
i LRI IR, e AR R R IR ¢ A5 i B ECC-Paillier fin%, WIWKE
g: HOERTT 20, B PrlA({s:;},C) = gi] < negl(\). BCRHIE T SURECIRAE 4 6 e B of
WAL, B R T rp ) A TG R it 4 2 B Y O

P 3. SRR . FEERNRBRGFEHEA m, WS m/ <tof, REEHNEL;

Lo > tat, FEI A ECC-Paillier ho %, it 8 8 e & AI5H A,

. Frm <t, dERL 1 B9 R TIIRRRE, DT ¢ A DR EAE S O, AR
S5 TR RAHE A RUE B
om/ AEWIRS G, WEWESC L, BANTERE C AT g0 3G ECC-Paillier {194
SV, WEHLY sk, MRS M HEHER (DKG) 2 Rfrtl. BARYIT ) sk
A RS A2 -
H(sk | sky) = H(sk) (23)

R, AR SRR & ¢ T (553 BRI S
P Ao < () (29

2 n IR SN, AR T 2 . S R T R AR IR

15 -
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-1
Advﬁﬁégxmgux)+-(?> (25)
RXPRIE T BRI e DR 55 AL BB B B AL R RBAR 1 2 S iz 55 A b
T2 55 AT R B8 AR O

4 BORIVE RIS o B

SAziigeE PA-Chain B M RE 5240t SCIRIREE S S80S -

RIZEASER T, ASEInRE T PA-Chain W 28 ZE A4 SRASD—ANFR HE 1) 25 DX e 22 71 s e 2
e, BRREWTR: & 5 A ZSG, 43 BN A B s i B 2 > 5 s A ZSG h
WE 5 NIk S#, FRAATIHICRASH ZS F7E 3, 5] Ju B R E L REHLES:: B4~ Z2SG
B AN BEDL 1 10-15 N s, BRIgh B /MEEEZ) (22 7)), B
SRR P RIS MA SR

B EEAIGAR T T, ASLIAE -G O EIEEE CIFAR-10 Eibf7 T i ESE, ks
T VGGI16 #8UER FL IZEAL, HBTECE S 3.5 T py e IR . B0 St 4
SRR AT 5 WREBEA, &Rl ZRIidifT 50 500K, PABRORSEAL T /1R 8L

ECC-Paillier fin%s s H 75 th £k secp256kl, BR4K N 256-bit, 23 K/NEEN 64 F
7o Shamir AR5 LR L4 R EL N = 0.6,

AT B L A R A RS AR B MG U S N R ALE A R R G RE TR, AR
Bl T —RBEE AL -

o EEhEIE AR NREALIERE 10% 1Y SRR A, AT R NS T RIS B
H A XA SR A TR USR] 3.4.1 7 5 ) MPA ey, SERcka il &l 45
Z e WA R LA T PPA o

4.1  BOMAERGYES B

N T YU TR DT AR AR PR SO, AN TCAT ] DM A 3 R R I H )
HTRATER I e a8 (Kish3s PA-FL, FIH), 15 FedAvg, Paillier Frif
[F) 25 0% 77 450 Shamir B 3t S0 =Fiook BOFVAREST 7 HOBE, BEAUBE I 2R 56 e p i 26
AL SN 6 P

SR, K Fed Avg MRS K, TCBMAINE . M TSR AR TRA , PR sl e,
A 35 A RBCEL, FARWEMRRELE 79.2%. 3T Paillier AARHE [ 205 vk A
BT A ERCERAT, WSO B #18 T FedAvg, A7EL 43 52 MIE, K
HER R A EAE T4.7%, BRI A — M. a3 &% 20 iS5 ECC-Paillier [7]75
) PA-FL AR, WEIIE T FedAvg (2955 39 48) , (HRFLT HE (H7 Bl fE
TPAS) . BRZUMEFRIGELE 77.7%, [F 2 Shamir Fb4 S5 ARG B e AR HER LT
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CIFAR-10

0.8

0.7

0.6 1
w2 079 T o —
3
4 0.78 1
B 0.4 4
i 0.77

0.3 0.76 A

0.75 T T T T T
45 46 47 48 49
0.2 1
= FedAvg
o1 Paillier
’ Shami r
— PAFL (AEHF)
0.0 ~— T T T T T
0 10 20 30 40 50
MZRER

&l 6: FEREAE CIFAR-10 | 10% S50 w35t P RADR I RE I R4 kAL

% 1 7 REFITEHAN TR R
UES BETTEY (KB/HR) G E) (ms)  KIBCGEAISE (ms)

FedAvg 128 0 18
2 Paillier 512 420 245
#3S Shamir 256 55 105

PA-FL 192 285 135

6], H398aL FedAve, IBARMIBRIMER RN FRE] T IRALIER Z 20837, SEHLRAL
SRR .

4.2 BORUPEREIFHI B

T HE PA-FL SR 0@ (5 A8y, 7E8RSE CIFAR-10 R JHSCHt 1) vty Sodin 43
7k, HA gy s eI g MBI LIERL 1000-2000 5K, HAH VGG-16. X T fF
I8, Gt RIS P & m AR R (8 x 2 R/ + B4 ) o XTITETTRY,
NG RG> FrstE] (Z2A0) . DRISR S SR b5 R A E] (2Z280) . XHIrET, FedAvg
TERRALBRIPHILA], AR SO s et Paillier J5iA MK By 2048-bit %54, #SCEHK 4
f#55 ##S Shamir RAJEE TR tss = 3. SREICRAIIERETHEHET R AR LR,

HISEIRER IS, I8, £ Paillier RSO (2048-bit B47), BT AUETE
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Bk 512 KB, WE S THAM L ZE. #4 Shamir @4 50 S EHE ) (256 KB), {H
T IUARSY FrPRAIE Y . A SO 2456 ECC-Paillier (256-bit R4 ) 5380 (i
PR B m), “FE s EEE 192 KB, # Paillier JE{I% 62.5%, B#5S Shamir J#/> 25% .
DLIMEE TR, 2208 Paillier RACREIRHE I O(logn) , MEFERT 420 ms; ASCH
SR ECC-Paillier (R 257 WA, O(log K)) , HIEFTHAL AL 25 285 ms , HCREZ £ Paillier
$71 32%; #AS Shamir JEIEHRAE, NGRS R AW (55 ms), (HEZXF 7R
DR AR T, £ Paillier X2 SCHATIRIZINE, RAFERT 245 ms; ##25 Shamir
PRI E T TBRFFALBRTCA 3 (105 ms) 5 Ay 23 h AT TR Toskosr gk, R4 &
1 ECC 125, REMEEE 135 ms, % Paillier g0 45%, ##4 Shamir fifk 28%.
Zi b, AR SCHR I ) B 22 A R A SRS AR 8 DXt 22 i B 24 2T 3 5, BERE DAL
RIS A5 AN LB AU B AL GRS bRl B e it T e S48 S EOR T T4

5 &g

N T REXTBFR A TR QA DAL A S AL 5y it B BB, AR SCER R TR T IR ik
FIRSFATT S BOR A R 2 4a R AR, Wad 5 1A BRRATT 33 5K BB Bt A d AN T S A i
SRR B, BRTET IS XIS A i s ML I S SRS 1 DA 55 45 7 A
D& I B R SR Ar8E PA-Chain (%%, IR, & FL RASHIASE E A X SREERIRR A ad A
FIAZhZ Shamir £ 3 =AM ECC-Paillier #2540 AR RS , L5 = Bod 22 2R Y ) Iy 4
5 1 FL ARG RO FRRAE By SRSk Ss 4 45 B RE 1) . AR SERETREN, A
SCHR H I R 2 4 SR SRS AE PR/ M RUAR BE A0 SR I AT T S B TR AR = . s MR A
[A]_E AL .
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