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CAN Bus Anomaly Detection Model Based on GCN

LIU Hengrui, ZHANG Miao
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Abstract: At present, the intelligent connected automobile have been widely used in the world, the
attack surface of the automobile also expands, and the security of the bus network in the car is
threatened. The existing CAN bus network anomaly detection models based on deep learning
technology usually select some features of CAN bus messages, which has weakened the information
carried by the CAN data and message sequence. Moreover, these models cannot take the rich attack
types of CAN bus into account, and the high computational complexity makes real-time anomaly
detection difficult. To solve these problems, a graph-level CAN bus anomaly detection model based on
graph convolutional network (GCN) is proposed in this paper. CAN data information is characterized
by CAN message interval graph structure, and the graph convolution layer is used to learn node and
structure information on the interval graph, the output of each layer is weighted and aggregated, and the
embedded representation of the whole graph is obtained by global pooling operation for anomaly
detection. The experimental results show that the proposed model has high detection accuracy on four
types of CAN bus anomaly datasets.
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Fig. 1 Anomaly Detection Model on CAN Bus Data

21 CANHERXIEEZL

PR 32 2 [B) BER AT H R OSC X (A A 6T B2 fr) CAN JH B X TR EIREA, /RN G S Al
PN . BARMIE D IR WR

SIE 1 K14 CAN JHELIX H] . H5 CAN JH B 1 J5 0 R 12 18 % 326 1 s W B a1 49 g o
ANEESE) CAN Y B ], 45X 8] AL 35 K9 CAN $RSCECRA R .

B2 AR A, BT 1 R4 AR CAN T EIX A1 R AR R R RE A,
RS T BT 0 CAN Y B )P R SC, 454640 S0 5 LT 78 X 140 1 JRI R A el — — AN
SR . A RREAE [ Bk RSO S ., T A EHE R S 10 MRS, 4 RIN
ID. BJ I EKLA K 8 MR By, Fod, 8 AN B ik SO i i s BB 40 DA R BRI 4y



100

105

110

115

120

125

130

135

mﬂ&iEXEﬁ http://www.paper.edu.cn

(EE2Ip

DUR 3 AR . RSCIX TR Ak 25 A AR BRI AR ST TS B2 AT s Z TR A R — 2R
LR RSP 1D AR, HAE B oI 1 AT J5 P9 AR SCRITS L R P AN 1Y R 2[R
A — 2 T IR %

AYR 4 XX ERRE . TR EREASR AR SRS, DIARIRIER . S 8. X R Ak
MATONIER ARG, WARZEEN 0, ARIEH KEWE; XIRINAEAEST HIROC, WEREE N 1,
AR B i -

H1F CAN VS IX A B BN REAS RS /N, 5 sl AT RCEATER R ZRs AU A
NEREA SRR IR, IR . S0l M AR ACH) mini-batch SRsEHL 2
NEFEARNGRRIIATIL . A EREA, HiE— MR ERE, K, %
AT REHERE DO A7 s(HE S, 1 BT RURR AR AR P HEAT D AT

22 EMEM%E

F CAN W B IX 8] G VE N, FR 55 X A I BN ) BT822 FH ok
R A [ (R SRR, 4 SR M B2 06, AR RO B R MR R A R A
(5 AIRON, IR B R, R T RGN 5 F 2 28] I/ N 4Ry
X IR T -

B2 X 28 ST RURFETR R B S5 AL AR 3R 5, K BT R S L 5 (5 B af B4
(], AR AR P R, B S HRON , B4 T S AR A3 B BB 1 A
TR ) &

FEASC I T b R B S A 2 R 4% (GCND 3R R IR R4 2, 41X 18] &I G (1148
B AN B S R A R N R R 2 RN, BN | 2 BRI 2% J2 R ol
TEEAEE VB NI RS R . 258 2 2 BRI 25, B SR
AT HZ R S HE .

23 ZMPEBREE

H1 T CAN VY B X 6] B p s Mo B, s AL S IR, 20 2 2 B2 4% )2
FIEREE, THESTZMAEIER, MIRHMER RS T 8, W AR R 2R
VERRAR G, 9 5 2 A AT (X AR 55 o TR, Al G RS 0 1 i R e 20 I % J2 ) J2 084 i
TR, BRAETE B ERNET, BN S 2 AR R RS, HETBR A B AL E T
AT IBUR A, T RRCHT M IR A R R

N
Zi=o0 (Z Qkah:;k}> (1)
k=1

oo, W8 KR B N 2 R | RHERR, g TSI R E S, W A
RV B, R T SRR ONAR R GE S, o NS R A
24 HEwiuz

T IR GO ) s P e P 22 D 4 s L 0 P A 19 UK AR B S 1Y
MAFER GBI A G — BN, 1B R E RN .

Bt A A FH 4 R 218 AL, (Global Average Pooling) 1417732, 4 B o B A =1 A4k 1)



140

145

150

155

160

165

mﬂ&iEXEﬁ http://www.paper.edu.cn
B ANERERTIME, 153X (A I B RN
25 R

(X Ja] 1 G i i Pl A0 2 0t ) LR NPT A Z R 3R . 70 2B LL Softmax R #1E Ny
AR, K EIHNZ AN E] Softmax B Hk T B 192K AR vy o

26 HirEH

WZRd R, R v 5 X T 1 G AR B ARy 55 T P X 5] B 25 24650 AT 7 2 1]
P2k BR %, 454 I atE4% (Back Propagation) AL T % (Gradient Descent) kAT H
RSHtb. BAME 2SR (Cross Entropy) 1E A5 R B 5L

3 KGR ET

31 HEENA

S P 5 [l HCRL SI236: 55 32 A1t Car-Hacking Zudig 481, 808 45 th— 8 15 % 47 B o
IR EREMR D], BRFIEFMRC, 4RSS (DoS) Budi. B (Fuzzy) Hdi.
EEXT4AL (gear) FIFEIE (RPMD FRIm I AR AR . HOoCHd B dE: B E. CAN
ID. DLC. DATA[0~7]. Flag %%, Flag br2&fE N R REBIEFH L, TRERFERSC.

K1 OBIEESK
Tab.1 Overview of CAN Bus Dataset

Him g2 TS IEE RSO R SRR E
EHARL 988871 988871 0
48 IR %5 (DoS) B 3665771 3078250 587521
i (Fuzzy) Mral 3838860 3347013 491847
58 (RPM) SR 2l 4443142 3845890 597252
$ifr (gear) HiUwMrh 4621702 3966805 654897

BN R N L R AE 30~40 438111 CAN SRR SCHE, 1% 300 Ry AN XL, BHR
Wi 758 3~5 #0. £ DoS Hilidzswt i, Mo &R 0.3ms JEA 4% ID J9°0000” (R 3C; 1
RO B 75 h, Bk 565 0.5ms JEA—2% ID S8R 58 e RENLAIR G, R i 175
Wi R Ims JEN S FEE SRR IR E 1D RS,

32 XTHEHEERSHERE

RESIEA ZE BT HR H R A A5, K S B e I 24 R SR HE R AL [F]E CAN B2k 7
AR LT TSRS . X SR AERIRY 7 il A
GCNUIS, B —Fid F T B U455, A 4 B 25 B AT N R 1 ek B A5 AR Y 245
GraphSAGERSY: g jd ik RAFFE I sl (AT IR AE H BT R A, SRR E AR S IR AR IR
GATRSL, B gb Ay SN B X 4%, 38 3ok BV 7 JIAL ) 2 379 i e LA i E 32
.

TESEIG T, AR AL B REA SO BN 64, T RIRANGERE R BN 64, WIUHF 1
790.001, {FH Adam fiib2s, EI#PEMZEZE%Ch 2, dropout 24 0.5, Fi—i%48 150 ks 5
CAN 71 B X Ta] B 77 s 4805 40,



mﬂ&iEXEﬁ http://www.paper.edu.cn

AT R LB TR AR AUERE R (Accuracy) « A [E1Z (Recall) 1 F1-Score.

33 HRar
A S RT3 AR R K S B AR TR 7 DU 40 57 B0 s 4 b PRSI &5 SR BT R os AL #r , S
170 ZEBINK 2 fion:

®2 KIEESR
Tab. 2 Experimental Results
GRS PR FEAR GCN GraphSAGE GAT GNN_CAN
DoS Accuracy 99.44 99.44 99.67 99.64
Recall 98.92 99.44 99.39 99.62
F1 99.46 99.72 99.69 99.81
Fuzzy Accuracy 98.40 99.00 99.33 99.40
Recall 95.77 96.63 97.75 98.88
F1 97.84 98.27 98.86 99.44
RPM Accuracy 98.33 97.78 97.78 99.13
Recall 98.92 97.70 97.75 98.70
F1 99.13 98.84 98.65 99.29
gear Accuracy 96.67 96.67 99.00 99.30
Recall 95.69 96.67 96.88 98.78
F1 97.80 98.30 98.41 99.40

R 2 R T ARESEH AT X CAN B2 5 AT 55 5 L FROASE AR R JEL A 3 - PRl e 2 X 2%
175 I HE R R AR AN [ Ol R B A AR I S5 2R o X T 52 R 2 B4R b, W DA ZIAR
BT R R A DN ROR A T HAR SR Y, JF HAE AR A S g BRI E
FERSORA ey Kbl £ IR MERE R (¥ £ [B) B AR AT P T Bt L A iR AL ASOR 2 o A5 I B L 5K
A EE, 1D SR BRI AN E HIC R, SR HER AR e AE R U0 BEATLAE B
(R3320 S H AL, A B i B2 S (R0 T A AR Ay Bcdf SR (A U T DR R 1 v ) A BT R
180 RENE AT ORI BEHLAE ) 7 0 Mt s X TR0 M Be il 5, A MR R B R
XEFET R RE B0 ECU diade, AE e th MR AU ) & 4 D g, REMSHER IR )T

AR FARIC, AR R AR 18 T HF5E 1D ASFIRSCHI AR 5 2R AL -

4 S5

ARICHEH T R T B AT CAN SRR AR, Xt CAN & kit 17 E
185 Fon 5 AR K CAN S Z AR SO AR 7 i s XTA], 8IS CAN Y B X 8] B 454
SRR GO EHRE(E B IS G R . W 2 R ERME MR E K &A1 RUE
B ISR B I 2% R A S e S INBUR B, A9 B0 s AR S, 8T e A X 1]
PR BN, FIWTR A AE S o SO AR 1A Y AT 20, mT ARSI 21048 K 22 40
ANy, HHA BRI L, AALPEAN R ) 5 Bt 4 B AR A B ARG
190

[&&3cik] (References)



195

200

205

210

215

220

225

n
11

m : ﬂni:iﬁﬁ http://www.paper.edu.cn

[1] Mler M, Asaj N. Entropy-based anomaly detection for in-vehicle networks[A]. //2011 IEEE Intelligent
Vehicles Symposium[C], Baden-Baden: IEEE, 2011:1110-1115.

[2] Wang Q, Lu Z, Qu G. An Entropy Analysis Based Intrusion Detection System for Controller Area Network in
Vehicles[A]. // 2018 31st IEEE International System-on-Chip Conference (SOCC), Arlington: IEEE, 2019:90-95
[3] Marchetti M, Stabili D, Guido A, et al. Evaluation of anomaly detection for in-vehicle networks through
information theoretic algorithms[A]. // 2016 IEEE 2nd International Forum on Research and Technologies for
Society and Industry Leveraging a better tomorrow (RTSI)[C], Bologna: IEEE, 2016:1-6.

[4] Taylor A, Japkowicz N, Leblanc S. Frequency-based anomaly detection for the automotive CAN bus[A]. //
2015 World Congress on Industrial Control Systems Security (WCICSS)[C], London: IEEE, 2015:45-49.

[5] Marchetti M, Stabili D. Anomaly detection of CAN bus messages through analysis of 1D sequences[A]. // 2017
IEEE Intelligent Vehicles Symposium (IV)[C], Los Angeles: IEEE, 2017:1577-1583.

[6] Kang M J, Kang J W. A Novel Intrusion Detection Method Using Deep Neural Network for In-Vehicle
Network Security[A]. // 2016 IEEE 83rd Vehicular Technology Conference (VTC Spring)[C], Nanjing: IEEE,
2016:1-5.

[7] Taylor A, Leblanc S, Japkowicz N . Anomaly Detection in Automobile Control Network Data with Long
Short-Term Memory Networks[A]. // IEEE International Conference on Data Science & Advanced Analytics[C],
Montreal: IEEE, 2016:130-139.

[8] Seo E, Song H M, Kim H K. GIDS: GAN based intrusion detection system for in-vehicle network[A]. // 2018
16th Annual Conference on Privacy, Security and Trust (PST)[C], Belfast: IEEE, 2018:1-6.

[9] Groza B, Murvay P S. Efficient Intrusion Detection With Bloom Filtering in Controller Area Networks[J].
IEEE Transactions on Information Forensics and Security, 2019, 14(4):1037-1051.

[10] Amato F, Coppolino L, Mercaldo F, et al. CAN-Bus Attack Detection With Deep Learning[J]. IEEE
Transactions on Intelligent Transportation Systems, 2021, 22(8):5081-5090.

[11] Yang L, Shami A. A Transfer Learning and Optimized CNN Based Intrusion Detection System for Internet of
Vehicles[A]. // ICC 2022 - IEEE International Conference on Communications[C], Seoul: IEEE, 2022:2774-2779.
[12] Zhang H, Zeng K, Lin S, Federated Graph Neural Network for Fast Anomaly Detection in Controller Area
Networks[J]. IEEE Transactions on Information Forensics and Security, 2023, 18:1566-1579.

[13] Kipf T N, Welling M. Semi-Supervised Classification with Graph Convolutional Networks[A]. //
International Conference on Learning Representations[C]. 2016.

[14]LinM, ChenQ, YansS. Network In Network[J]. arXiv, arXiv:1312.4400, 2013.

[15] Hamilton W L , Ying R, Leskovec J, et al. Inductive Representation Learning on Large Graphs[A]. //
Proceedings of the 31st International Conference on Neural Information Processing Systems[C], Long Beach:
Curran Associates Inc, 2017:1025-1035.

[16] Velikovi P, Cucurull G, Casanova A, et al. Graph Attention Networks[A]// International Conference on
Learning Representations[C]. 2018.



