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The Research of OSPF Phantom Route False Adjacency

Wang Yunxiao, Xu Guoai
(Information Security Center,Being University of Post and Teleommunication,Beijing 100876)

Abstract: Phantom route false adjacency is OSPF adjacency-Targeted new attack, this type of
attack will have serious impact on network infrastructure,such as blackhole,route hijacking,traffic
eavesdropping and so on .In this paper,we make a deep analysis of the remote false adjacency,on
this basis, we propose lan false adjacency, two kinds of attack methods were simulated, and the
results were obtained on the simulation platform.We give a comparison of two methods of attack,
such as duration, cost, and so on.At last,a method of defending this kind of attack is proposed.

Key words: Cyber Security; OSPF phantom route;False adjacency;Blackhole; Simulation

0 5I%

OSPF (Open Shortest Path First, JFiis et & H i 2% IGP (Interior
Gateway Protocol, WiBM M) , i IETF (The Internet Engineering Task Force, [ Pr
FICMN TRAT4L) T 1988 45414 TCP/IP Mk, CaZid—UCKMRAE B, Har
BRI 2% V2 A8 ) OSPF WS 2 i€ X AFE RFC (Request For Comment) 2328 H1[¢] OSPF
P hK. OSPF HRBSUEIET IP RBP4 89. AFT EIGRP. RIP 25 A & 5 1)
W, OSPF J& —MEHCIRA ML, B RMBIRIZ% ;5 F OSPF B 3L 9 4% 19 s i i
LSA CBERRIRA BRSO KRFESEH,  H ol LLE TS Dijkstra HyAZHILL H CAE AR 5
(RHEAN DX IR DR 288 P[] IS SRR XS MR, X o 28 4 A AT 55 LA DX IR Rl m LIS 3]
RIS, W E K 5546, OSPF & SCRFXSIAUE, I8 e 1 B 0 45422 1135 AH Bl X
R R IR B N 4B AT 224

OSPF # ) V2 W FHAE FLER IS 78 B Al 4 I DA S R BE IR N I o, By LU X OSPF
PSR I 28 i th 2 A 95, Cohen 28 NAESCERM P44 T —FHIE T AS 19 OSPF 433 Bl
Jitks Dhid LSA fRSCBGH & o — A LI EE X OSPR Wl i ek 77 vk, —ffhit LSA
SC T2 il OSPF WS fight-back 4B HLHI LA BGE R AN B 2, Esmail 58 A 7E
SCRRP R AT BRI OSPF — UHEPUN T AN fist %% fight-back 2 427§ ALK Phid LSA

fEE®E N £ (1991-) , 5, dbntlsb g LorseA:, EEOI M. M e e
BIEBRRAAN: REE (19720 , 5, JbntlifhR¥E#, FEOTTN: B ee. (5 R2E m%Ew
2%, E-mail: xga@bupt.edu.cn
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RICHdi; Michael 258 NAESCHRIH A1 T2 T4t DR A X0l 5 35090 4% mp Wy sl it il K
bt s vk SeHRPC A T 46 OSPR BT T T vk
P AR 10 LR WL T X OSPF 6l s K By, Boehi 35 #8552 57 s v v 40 J
45  SRER, WX R, B RA R . 2011 4E 8 H, AESE ERE A AR i S K
2> (Black Hat Conference) |-, Dr. Gabi Nakibly H#&H 7 —Fh4t % OSPF s it iz £ 4%
HH I, X OSPF DX Jsrr, S % b 45 1 5 45 08 I b1 2 ST Q000 SR A v A7 AE 1) 22 4 il
BAIEAT TRIEGL, JRILT OSPF Je R B AT H5 1 1 1) ke ) 8 v 22 4 Jg o
A0 Nakibly 7ERFFE 3 H 0 2 A5k AR 3 5o 34T T ELE I, BT 280 % 4
50  BHTERRREIE, JFH SR T RN AR AT S B ST 0, R R
DAL T A LT, B et T —FhEr ) Im B R AR He ek i) B 1 7 2
KT IVH LR 22 R 35 AR OSPF B4 6 R A rd #; 25 =540 HT OSPF f&
% PR R e A B s 28 DY TS SRR L) e B AR 45 e A fEa 37 500 LS80 s 28 HT I L)
% FAER AR 42 R B o

55 1 OSPF &R RARBINIIE
FEEENT OSPF AR5 A XTI Hello $)3C ] B, Dead B TR)IA]FE, XK ID, TAIEEH
PUAS - B BRI — B e 37, OSPF AR5 AaTHel), 4k, IEM AR R I a2
Hello, DBD, LSR, LSU, LSACK 2% OSPF 1Y, WK 1 Fins.
&) &)
- -,

Rl o————Hello, neighbors=Null——» K2

InitR%&E
<«——Hello, neighbors=Rl— -
Hello:neighbors=R2, router=R1, backup=R2 —2-way R
<«—Hello:neighbores=R2, backup=R1—=o —
o DBD: L, MS——— > )
<« DBD:LMMS— /_
<« DBD:M,MS, seq=n—@
e———————DBD:M, seq=n+l-— >
<« DBD:MS, seg=ntm—

DBD:seq=ntm— P B
<«“————LSR— <
LSst——————» _
<« LSACK —
Ful IRZS
60 Bl 1 OSPF 4Rk ARl i 2

Fig.1 OSPF adjacency building process
(1) Hello (Hello #230) , FlJ15 &% i i A7 AT i B AL G R

(2) DBD (Database Description, i FEfiiids0) , FEECREEIR EN BRI ME

ciii
o

65 (3) LSR (Link State Request, #EBARAIGTRIRI , W B 5 %A FIHEERGR AT K AR
JeE PR T T



70

75

80

85

90

95

m“&i&iﬁﬁ http://www.paper.edu.cn

(4) LSU (Link State Update, HEHCIRATERIRIC) , 10 L A0E G R K% th o A I BE
HERAS W
(5) LSACK (Link State Acknowledge, BEEEIRZMHIIAN) , fREE OSPF LSU 4R UL
CIE S
FARAI R R AL R v DL AN B, 203k
(D) Init k7, XU EAHKIE Hello 3¢, %2%¢ DR/BDR £ {f.
(2) Exstart JRZ, X7 HA1A % DBD #3C, #5E Master/Slave % & .
(3) Exchange JR#A, LL Exstart IR k& 1) Master/Slave ¢ % A EaliHE4T DBD $ds
JEAE BACH o
(4) Loading JRA, X7 HRHERT 7 DBD 3T A 78 AR % LSR R ST 3K % rh 5 % 1l
FAm B, U5 4r BRI G SR ) LSU, XA M ) LSU #3215 LSACK 4R SCHEAT
AN
(5) Full }R#&, OSPF 4406 R A58 UMIbR &
T OSPF 4455 A (X 4o 7t B, 7F DBD R SCAT e s o0 vh LS fi e R AR 4 2 42
B, AR R W LBk Loading IRAS ELHEEHEAN Full IRZS, & BIREL)EE tHIF H

2 OSPF A8 HRME 2M ir

Nakibly ZERF7E P i 1 1 sz R AR B Bt 7 i, 4% RFC 2328 Sec.10.8, %f OSPF
LA G R A e DBD R SCH A MR fiAE Exstart R R IE2S 1)
Master/Slave ffi tf K ¥ 75 Exchange RA FEEAZ AL ¢ R AT ¥ R 58 ki DBD i 3¢
. 7E Exstart IRZS, X7 [HE&IZEWH | (nitialize, %—4> DBD #3) , M (More,
Ja b N RIL) FI MS (Master, $8E H 4 Master) 15[ DBD 3¢, HHRIAHE
EATA LSA Header, XUJ7 2R 4 DBD #3CH ) Router-id i)k /N k€ Master/Slave <&,
Router-id kK ) OSPF % i #54% U2 i Master £ €4, b AH N (8 ik Slave ffa, #% K
KX DBD R | A7 B4l 0, Master ) MS 7By 1, Slave ] MS Bt E
30, HEIMEA Exchange kA, Hi Master Sk i€ DBD R CHIFAS, X5 Master ¢
5E [) DBD R 3L 415 JF RS Heti 5 LSA Header 4R 3. 4% DBD 32 M 47k 0 i
VLA 77 L4 Hs DBD #oC ik sete, ARG IEAN Loading IR7S. DBD 0k i 2
FiR o

< 32 Bit >
Version ‘ Type ‘ Packet Length
Router ID
Area ID
Checksum ‘ Auth Type
Auth Data
Interface MTU ‘ Option ‘ ‘ I ‘ M ‘ MS
DD Sequence Number
LSA Header
& 2 DBD ## 3 hg X

Fig.2 DBD packet format
AL 520 J IR, £E Slave % 25 A Master % 25 1) MAC Hudik (4500 T, 555 Slave
JGi%45 Master K1k DBD #3C, HIEXUT AR T DU AL AR 4% 0 2« Nakibly 7EmF 58 HKs itk

-3-
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KB IAGN K, Master s rh 2 7E AN AL FE Slave ¢ rh 4% A& 32 AR SC IS B o LY Slave i
AN AREE G AR, IXMULEIEAUER . ASCHUR I R I R A B B B a5, T T
Slave ffi (1] H #5347 % Master 2 88 /2 15 JLIE AT IA MG E, SOl It OSPF (AR ¢ R 4k
75 R ) AR AR I ELSE, PrLA R OB LD th (0 AR . RIRIX — A wTBAE
FEL % R 1 7 2 52 55 s P 2 i O R AT R (R O R o BB IR T8 A2 52 B K e 2R L A 4R
SE RS AT, DO R8T B 38 4 2 48 o ¥ Hello £t & 1% DBD R SCIIHIY . I
i KL Hello 40, 165325 % 283k N\ 2-way IRAs, 3kl &% Router-id £k () DBD #f
3, A Extart SRAH LA S Master, [R5 Exchange R4 HY, Slave 75 %1% DBD #
% 4% [BIS Master &I% ) DBD 3, 74154 Master DBD #3074 '5+1, T 2 fE
4, BuhF AL Slave M, WIJGIEW SIS it B &1L 1) DBD 30, Aok
DBD RIS, SEARHORA RWE Extart RA, A8 R LM, Bui#FHmh
Master, MRS E Tl FE,  Slave X Master AT IATE I 3#AA MERAE, BTLASREE G &
A CARC I ST, 2 J SOk 3 AT LU 2RI LSV RS il it B3R, S5 M AR B R S
Jolbo 3 AN G SR RN B2 T s A AL T ) — SR v, D eT DL I O R 4D B 2 MAC Hb
BESIitE ARP k85, BE i AT R R DI

BARBGEPRWE 3 Fios, AT MRS R I, FRARBGH A, # Master KRI%ETH
DBD {3 LSA Header — B & %%, Slave 7 Master &%) DBD . 3Ch A KL H O
FIT it B LSA {i B, Slave tH gl AN 7 22 2% LSU 5 K132, M Bk 22 #e LSU i 3C f) Loading
RE, HEHN FUlIRES, 880 RET S8R W IXANE R, 7 LUK I Master /& 7E Extart
F1 Exchange AR A& A 4o it £ S A7, Slave HO2 sl ik DBD #i 3.

9 &

Attacker o Hello, neighbors=Victim—» Vigtim

<«—Hello, neighbors=Attacker———o

Hello:neighbors=Victim,

router=Victim

. DBD:I, M, MS; >
AttackerRouterid>Victim Routerid

o—————DBD:M,MS, seqg=n— >

o———DBD:M,MS, seg=ntl—— >

DBD:MS, seq=ntm—— P>

B 3 R R A B AR Bt
Fig.3 Specific attack step of remote false adjacency

N TAEAR AR FL IR R I ST, T S AE LU R LA R I FE S il I 2 4L

(1) RENBE B P45 1K) OSPF Hello I )]k . Dead IS [R] (] B LA & X 35 1D 585, 75 U]
LR RPN L ESEA VLRSI SR, WAL, M B AR MBS, LS4,
7 T 2 AR R o 194 2 6 B R A 5

(2) A s E R e s, BGEF RN DROther, PRI 246 5 457 2 6 1%
F, D) S X A 8 b 2 2 L AR O R, R B A R B
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(3) ki ¥ Router-id K T4 € #% th #% [ Rouer-id, H 775 Exstart tR& PR
Master/Slave I (i Master fi €%, g Exchange K& 17515

(4) WS ORALE TSN E, W E AR, R a T dch
W92, AT LUIE S RERITEL OSPF & 4R 3, Jf45 A4/ John The Ripper i SCR g T H 1w
OSPF %54,

(5) T BB H IR LL/NTERIA Dead I [A] (1) [RI RS A& 3% Hello i SC4ERFAR Ji O R A7 5

(6) N TAEBGHRFEE MK, 78 R o AR AT R 0 T 75 2252 LSACK )30k
FffI A B2 55 5 b A% 1% 1Y Network LSA.

3 MBI HR R LR R R E LR

3.1 mREBAREREL] M EH—2% R

Brehi # v AAE J3 H OSPF PRSI 4 v (R AT A] £ B it 61 g R L0 6 bH 2 i j 408 (1
s E LG DR AEEN T, tHT OSPF BRMIRR AT, 3 b 40 G i th Bl AN X 32
>, DI RN 2R AR Dijistra SETHEERRIEEAT, KX 4O R th 5 1 % R I
PR, T RA S8 T by 3 DAy S DA BT, DUt ey e T A AT I 99 A0 R ) 2
ML tH Ay, HH T RE LD Hh 8 BT e SRS Y () 9 SC IR AN S8 LT % tH 28 1) MAC Hbtik, 55
T A AHTAE P DG, 310 17 3 e R

B 6 LR 4 Frosise i dh g st s B a6 e fl— 54
Ui R, AL NS W B HLT AT M 28 B 25 AL TR — AN FIG RN, B T R34y
e 5 N LU IR 3z R A0 1 k8 40 B vh T e IR I 52

Wb i ¥ 5 S 35 4 JERE 7200, FRASS YN 15.0(1)M, AR VR SIS 8% HE B A4 Y
DR #2111 OSPF 54t 42 10, Ak th#s4% 11 OSPF MR TRFFERIAK 1, X)L flif3 i
ZIEE AR A 2 F 8% 1Y) DR B2 LU A £, B2 L AR Se G0 s e 7E I 45 IR N T35
& DR £ 115 FHF B

Ao WA M EEVE RS Centos, B BB AMILVE, FHAERS D@L
NetworkConnection ¥ & &4 IP Huhit, K5 W bl 8 B o ELERS th #4821 1P Hihk, M
M ARIE L i A E R 40T LLS 7 201 6 T R I 48 B a5 o BT S0 3 AT 384N 0t Y 45 1)
ANER, BT LA B 5 VR R 2 ok e R A AR R 4 i T s

R1
Victim

100.1.1.1
B i R
100.1.1.1
BArPI%E
HRL) B 2% R2 R6

192. 168. 100. 5

B 4 BRI S B 4 b
Fig.4 Lab topology of route blackhole
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AR LI AR N T B — S B NG () A LRP AT, AT B — & Bl 3 i 1 % el 28 R AT 5¢
Ry, B T B T Scapy, Scapy A& Python 18 5 4 S I — AN Thfgsm ok 1 A8 B A E s Ak
R, Ao AR IS« AR AT RN Oh it 22 Fh 9 28 30 0« A SOl ] Scapy 1#E4T OSPF Hello,
OSPF DBD. OSPF LSU. OSPF LSACK Az ARP Wi i 2554 £ (f) 6 it & % 3%, 14 ] Python
AR TE 5 90 5 A B A I 5 o AR IREEE Oyt B IP bl o4 192.168.100.5, 6k 24 £
(W REZ] % tH2%, T AN e i 28 RL @ m PR AR G &, b 1T 3 2 X 4% vh L8 A7 1 1) i
FH 199 325 B % EH PR

OSPF & Ji gt 37 (1) 3 — 20 & iz Hello A, 4 LK Ether BJsHbERT B kAR 525 4
None, X4 Scapy < F #)#s B S B ik 2% 245 B, U5 IP ik %4 192.168.100.5, H I
IP Hishik ¥ &k 192.168.100.1 . 38 5 15 10t , OSPF Hello 4,32 (4 1P H 3tk b 4 3%+ ik 225.0.0.5,
Nl Tk B AN T4 Bk 2 rh, 83 S8 48 F OSPF Hello F %35 SC A FE T LUA R RCR
B R 4% i 241 Router-id #% & 4 55.5.5.5, OSPF Hello 1] hello interval £1 dead interval {4
FRBRINME, router F-BXE AR T I ALY 1P Hikik, backup F-BEAE A £ FH B FHES I 1P HE
ik, JF HAE neighbors <7 Bt i & 4 45 52 i th #% (1) Router-id, H R4 7 i e % i 2 1 itk
Hello I SR BLE LI thas, BN 2-way K2, IFH T2 5 o fe e B ey, Bl
T R S K% DBD(ILM,S)fY, HEA ExStart R4

SANTET RN, IP ) chksum FEHIT OSPF Header [£) chksum 7B AT 5% & A
None, Scapy A & EF v HALA, 7502 H IR AR 15 O o

450 B th a8 k% DBD(ILM,S)IR G, Biti & #4it DBD(I,M,S)#R IR, Scapy # 3L

W 5 s
#u#[ IP |###
version= 4L
ihl= 5L .
tos= Bxcd #E#[ IP_]###
len= 86 version= 4L
id= 332 ihl= 5L
flags= tos= Oxch
frag= 6L len= 52
ttl= 128 id= 60989
proto= ospf flags=
chksum= None frag= oL
sre= 192.168.100.5 ttl= 128
dst= 192.168,100.1 proto= ospf
\optionsy chksum= None
###[ OSPF Header ] src= 192.168.100.5
version= 2 dst= 192.168.100.1
type= Hello \options\
len= 48 ###[ OSPF Header ]###
src= 55.5.5.5 version= 2
area= 0.0.0.0 type= DBDesc
chksum= None len= 32
authtype= Null src= 55.5.5.5
authdata= 0x0 area= 0.0.9.0
###[ OSPF Hello ]### chksum= None
mask= 255.255.255.0 authtype= Null
hellointerval= 18 authdata= 0x0
options= E+L ###[ OSPF Database Description ]###
prio=1 mtu= 1500
deadinterval= 40 options= E
router= 192.168.100.1 dbdescr= MS+M+I
backup= 192.168.1008.3 ddseg= 1446637115
neighbors= ['1.1.1.1'] \lsaheaders\

Bl 5 OSPF Hello 11 DBD fiti} 3¢
Fig.5 False packets of OSPF Hello and DBD

KA DBD 30 1 dbdescr ¥ E A"MS+HMAHT”, 5 %14 DBD ) dbdescr
FRWE A MSHM”, 85 J5—4~ DBD i SCH 1) dbdscr ¥ & A "MS” . XN IEREH T E LN T
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HUT I [ £ B [ 1) 9 2 B (1) 2 3% OSPF Hello @u%%%%%EIH'%F@ZUE%I*I‘I%"%E"J“K%%%,
i #Ks OSPF Database Description i 3C 1% 56 525, 76 R1 i@t show ip ospf neighbor
un A, #EWE 6 .

*Nov 11 21:58:55.527: ¥OSPF-5-ADICHG: Process 1, Nbr 55.5.5.5 on Ethernetl/0 from LOADING To FULL, Loading Done
ri#sh ip os nei

Neighbor ID Pri State pead Time  Address Interface
2.2.2.2 1

FULL /DROTHER 00:00:37 192.168.100.2 ethernet1,/0
.33 1 ELL /BDE 00.00:37 192 168,100, 3 Etherner1 /0
_55._ 5.5.5 1 FULL/DROTHER 00:00:34 102.168.100.5 Ethernetl/0 |
A 6 OSPF 41 %
Fig.6 OSPF neighbor table

KUl Rl O 5 BLB A @y T CR, I HHMRBLIES M mA R B CM LSA
database H', HEZJH tH#% 1 fA 6 4 Drother. f4i% OSPF Router LSA, Scapy i SC#k Kl s 7
FiRe

###[ OSPF Link State Update ]###
lsacount= 1
\lsalist\
|###[ OSPF Router LSA ]###
| age=1
options= E+DC
type= 1
id= 55.5.5.5
adrouter= 55.5.5.5
s5eq= 0x80000011
chksum= None
len= &0
flags=
reserved= 0
linkcount= 3
\linklisty
|###[ OSPF Link ]###
| id= 100.1.1.1
| data= 255.255.255.255
| type= stub
| toscount= @
| metrlc— 1
|###[ OSPF Link ]###
| 1d 55.5.5.5
| data= 255.255.255.255
| type= stub
| toscount= @
| metrlc— 1
|###[ OSPF Link ]###
| 1d— 192.168.100.1
| data= 192.168.100.5
| type= transit
| toscount= @
| metric= 1@

P 7 OSPF Router LSA {4k 3C
Fig.7 False packet of OSPF Router LSA

# OSPF Link State Update "] linkcount ¥ & & 3, KM #g3E Y LSA rh4 & T 3 #5401
FHT 2, K RS #E OSPF [X 8 & 1511 100.1.1.1 iX 4<% 1 1% & 4 stub 87, stub SH71H id
F-BUA P W B, data F-BUAHERY s I HAE 75 20— 45 IR 1Y) transit % i1 586 5 7R, transit
DI R R B Bet Rk, LA TS R AHAE IR L) 2% B S AL T[] — AN R v, id
FBOBCE ) DR B AR IP Hulil, data BB ELTEE AR IR 1P bk o Re itk LSA ST H
W%y R1. 78 R1 Hidid show ip route fiv 4, S E A% LSA R SCHT G i R I, A&
wmE 8. K9 PR,
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Rl#sh ip route

Codes:

L - Tocal,
D - EIGRP,

C - connected,
EX - EIGRP external, O -

0OSPF, IA - OSPF inter ar

§ - static, R - RIP, M - mobile, B - BGP

ea

N1 - OSPF N55A external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - I5-1I5, su - IS-IS summary, L1 - I5-I5 level-1, L2 - I5-I5 level-2
ia - I5-I5 inter area, ¥ - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets

C 1.1.1.1 is directly connected, Loopback0O
2.0.0.0/32 is subnetted, 1 subnets

Q 2.2.2.2 [110/11] wvia 192.168.100.2, 00:09:06, Ethernetl/0
3.0.0.0/32 is subnetted, 1 subnets

Q 3.3.3.3 [110/11] wia 192.168.100.3, 00:08:56, Ethernetrl/0
4.0.0.0/32 is subnetted, 1 subnets

Q 4.4.4.4 [110/21] wvia 192.168.100.3, 00:08:46, Ethernetl/0
5.0.0.0/32 1is subnetted, 1 subnets

Q 5.5.5.5 [110/21] wia 192.168.100.3, 00:07:41, ethernetl/0
6.0.0.0/32 is subnetted, 1 subnets

o] 6.6.6.6 [110/31] wvia 192.168.100.2, 00:07:15, Ethernetl/0
34.0.0.0/24 is subnetted, 1 subnets

o] 34.1.1.0 [110,/20] via 192.168.100.3, 00:08:46, Ethernetl/0
35.0.0.0/24 15 subnetted, 1 subnets

0 35.1.1.0 [110/20] via 192.168.100.3, 00:08:46, Ethernetl/0
45.0.0.0/24 is subnetted, 1 subnets

Q 45.1.1.0 [110/30] via 192.168.100.3, 00:08:46, Ethernetl/0
56.0.0.0,/24 is subnetted, 1 subnets

O C e 4 4 Fal [11{1 Jﬁ] Hl-‘ 4102 40 4140 2 faTalNat-RW. K= '_Eliﬂl’iliﬂii ‘“
100.0.0.0/32 is subnetted, 1 subnets

Q 100.1.1.1 [110[31] Vjal}92.1§8.10033, OD:pl:B?, Etherpetlfﬂ
L3 . LU0, LU Fae 3 L= Wl Taky I_'r' SUWHTTCULT, o JUWHTICL T, “ ml_'ll\._'}

C 192.168.100.0/24 is directly connected, Ethernetl/0

L 192.168.100.1/32 1is directly connected, Ethernetl/0

Rl1#sh ip route
codes: L - local, € - connected, s - static, R - RIP, M - mobile, B - BGP
EX - EIGRP external, O - OSPF, IA - OSPF inter area

M1 - OS5PF N55A external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2Z - O5PF external type 2
i - Is-IS, 5u - IS-IS summary, L1 - IS-IS level-1, L2 - IS-I5 level-2
ja - I5-I5 inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

D - EIGRP,

B 8 R1 F i (Hkifi)
Fig.# R1 route table(Before attack)

Gateway of last resort is not set

1.0.0.0/32 is subnetted, 1 subnets

C 1.1.1.1 s directly connected, LoopbackO
2.0.0.0/32 is subnetted, 1 subnets

0 2.2.2.2 [110/11] wvia 192.168.100.2, 00:16:34, Ethernetl/0
3.0.0.0/32 is subnetted, 1 subnets

[a] 3.3.3.3 [110/11] wvia 192.168.100.3, 00:16:24, Ethernetl/0
4.0.0.0/32 is subnetted, 1 subnets

0 4.4.4.4 [110/21] wvia 192.168.100.3, 00:16:14, Ethernetl/0
5.0.0.0/32 is subnetted, 1 subnets

[a] 5.5.5.5 [110/21] via 192.168.100.3, 00:15:09, Ethernetl/0
6.0.0.0/32 is subnetted, 1 subnets

0] 6.6.6.6 [110/31] wia 192.168.100.3, 00:14:43, Ethernetl/0
34.0.0.0/24 is subnetted, 1 subnets

(8] 34.1.1.0 [110/20] via 192.168.100.3, 00:16:15, Ethernetl/0
35.0.0.0/24 s subnetted, 1 subnets

[a] 35.1.1.0 [110/20] via 192.168.100.3, 00:16:15, Ethernetl/0
45.0.0.0/24 is5 subnetted, 1 subnets

(8] 45.1.1.0 [110,/30] wia 192.168.100.3, 00:16:15, Ethernetl/0
55.0.0.0/32 is subnetted, 1 subnets

[a] 55.5.5.5 [110/11] via 192.168.100.5, 00:00:03, Ethernetl/0
56.0.0.0/24 is subnetted, 1 subnets

4] 56.1.1.0 M110/301 wig Jo0z2 168,100, 3, 00:16:15, Frthernetl1 /0
100.0.0.0/32 is subnetted, 1 subnets

[a] 100.1.1.1 [110/11] via 192.168.100.5, 00:00:13, Ethernetl/0
102 42 1010 3/ 24 4 o d o] pheo+t o ] TaTar-t b T

C 192.168.100.0/24 s directly connected, Ethernetl/0

L 192.168.100.1/32 is directly connected, Ethernetl/0

R1#

B 9RL K (Bdifm)
Fig.9 R1 route table(After attack)

R1 Wi k(2 HF IP 24 100.1.1.1 196, ¥ HR IR, EL) M i 192.168.100.5, FH A%

Kik% 192.168.100.3, FFHAFE R4 I, Wil OSPF 242 3 T B4 i o

SER SRR, X I AT i T A0 el 1 S A T P OSPF 27 > B BL X6 11

-8-



215

220

225

230

235

m“&i&iﬁﬁ http://www.paper.edu.cn

23 FIFH OSPF () Dijkstra 5Lk L HeAe, SSArISoe s, gL % th W) 25 N %
HI SR, S ECH B R B B E AR R o 59 A 25 33052 7 v P Ak e 3
W 320 St s i s ) PRI EE, S A AL B
R 1 % R s e
Tab.1 Influence range of blackhole

R1 R2 R3 R4 RS R6
LSS LSS LSS i IEH IE%

SR RWNE 1 Pon, @R, ZHBE BTN Full JR&Z)E, s OSPF
B ML RFC, E ¥R E M s, 2 L) th#s &1L —4% Network LSA, T 523 % th#s
TCILIRFNE L8 281 MAC, SEERSCIGE K, B # ek &% LSACK SKAfiih
It Network LSA, 5255 8% AR (R 200 24 AT A% (W] B0 J5 2K M 4D 6 Hi 28 20 H 0% 2 08U down
7 3.2 TR T —Ff, FIA ARP RS, 7E I R AR ) B v, A2 F M R
#5 AT LLKE Network LSA il B il ik MR IE I Ntk LSA,  fH A3 B AR EERF S [ 4E K

32 JREMAERAE B E—REGYT

B F A A QO SR b ek 1 i ph e, SRR KO A A B e e B AR
F, I HAMERRAIH ) MAC i, 5im R AL, IR Dhid e 20 o o 2 o i i
HT, SR DS E I > R R TR ERODN A B p 3R 1 65 1h 9 2R A0 A R 45 1) it
FILPNBELEHPAER) T M, BT MAC HhbAE I s 3 9 ANAE, R A #5638 21 R S
MAC ik 22 kRS misE SR 2 2 1T RN SCIORS i, Bl ] AR B 0 R T U KU

=

=20

MY H AT EH AR I, s DL SR Hh A A A 10 s

Attacker
WEGT

@

R5

100.1.1.1

% 1 R
100.1.1.1
SEEE

BLH B R2 R6
192. 168. 100. 6

B 10 ¥ G Wy SIS 4
Fig.10 Lab topology of route eavesdropping
B & 1P bk E 4 192.168.100.5/24 , i 1 R L) B T 2 1 IP Mok

192.168.100.6/24, Router-id 24 66.6.6.6, HALM)#% tH A AL E fRFFAL . LK AT%D, 41K
i 52 FH M AR R Z G, S s 0 L) 28 K& — IR Network LSA it
S, LA s frR )R] AT AL, AARAE 115s 2 G A I EI I LSA 0 ACK )30, 2%
% RS BT 5 R 40 % R AR S DG &R, 845 2 /T B I % H 2R3, Wireshak A Wil 11 s o
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08 2015-11-20 17:37: 192.168.100.1 192.168.100.6 05 1 2 LS Update
105 2015-11-20 1 E -.' 7 192.168.100.1 192.168.100.6

108 2015-11-20 17:37:18.72 : 192.168.100.1 192.168.100.6
113 2015-11-20 17:37:23. 490506000 192.168.100.1 192.168.100.6 5l S Update

@ Frame 113: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0
# Ethernet II, Src: ca:01:31:ec:00:1c (ca:01:31:ec:00:1c), Dst: vmware_d3:ca:bb (00:0c:29:d3:ca:bb)
# Internet Protocol version 4, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.6 (192.168.100.86)
= open Shortest Path First
[ OSPF Header
E LS Update Packet
Number of Lsas: 1
= Network-LSA
.000 0000 0001 1000 = LS Age (seconds): 24
L = Do Not Age Flag: O
# options: 0x22 (DC, E)
L5 Type: Network-Lsa (2)
Link State ID: 192.168.100.1 (192.168.100.1)
Advertising Router: 1.1.1.1 (1.1.1.1)
Sequence Number: 0x80000003
Checksum: 0x35bb
Length: 40

Netmask: 255.255.255.0 (255.255.255.0)
Attached Router: 1.1.1.1 (1.1.1.1)
Attached rRouter: 2.2.2.2 (2.2.2.2)
Attached Router: 3.3.3.3 (3.3.3.3)
Attached Router: 66.6.6.6 (66.6.6.86)

Al 11 OSPF Network LSA FAL4R 3L
Fig.11 Retransmission of OSPF Network LSA

FERIE LSA 2R, 23 s 75 28 B 2] th a3 1Y MAC Hiuhk, Mo v LAphig—
AR T IEATEAE I MAC Hitik, i T A # LS 2] ARP R HANTELE 1) MAC Mtk 2571 Jm) ik
W3Rz, BT LARATTA R DL W 2152 S % th 4 B 20 B HH A8 A 1 LSA RS A Ja 2R 67 X
B RE B LI H L . ) 525 B h SRR N O i R LT % (1K) ARP #R5C, 4552 3 8
23X AMEIE ) MAC Hiuhilk %2 2% Network LSA, IS, Tl 5 M 35 [ 3 i LSA. 18 Scapy
Phid ARP i B AL RO i LSACK #R3C, Scapy #SCHEEI U1K 12 Bk

s TP e
version= 4L

ihl= 5L
tos= @Gxcl
len= 64

id= 85
flags=
frag= 6L
ttl= 1
proto= ospf

chksum= None
src= 192.168.100.6
dst= 192.168.100.1

\optionsy
###[ OSPF Header ]###
version= 2
type= LSAck
len= 44
src= 66.6.6.6
###[ Ethernet J### area= 0.0.0.0
dst= ca:81:31:ec:00:1c chksum= None
src= 00:0c:29:d3:ca:be authtype= Null
type= 0xB806 authdata= 8x8
###] ARP J### ###[ OSPF Link State Acknowledgement J###

\lsaheaders\
|###[ OSPF LSA Header ]###
| age= 24

hwtype= 0x1
ptype= 0x800

hwleg= 6 options= E+DC
plenf 4 type= network
op= 1s-at id= 192.168.100.1

psrc= 192.168.100.6 seg= 0x80000003
hwdst= ca:81:31:ec:08:1c chksum= 0x35bb
pdst= 192.168.100.1 | “Ten= 38

& 12 ARP il LSACK it 3¢
Fig.12 False packets of ARP and LSACK

|

|
hwsrc=|ca:01:31:ec:22:1c | | _adrouter= 1.1.1

|

|
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OSPF LSA Header X187 ] seq F1 chksum ‘7Bt 75 5 52 3 4% 1 3% 1) Network LSA #111)
X I - BRFE—BUA BB AT 52 3 1 th a5 B2 LSACK J145 11 4% Network LSA, 2 AR ST
KRNI 25, RIEEE LSA 3L, EH AN HAS AT LLEEH K7, SFREA
DI A 2] B A RE X 2 S, Bk 2 i 0 W 2152 B G ) i el s A E H K 1P sk
R 2 PR ERT EE
Tab.2 Comparison of two false adjacency

FrELmf ) (s) ki A IR
AR AR 1% 115 [ i
Jay o 3 B AR 3600 i s

% 2 MRS JRylak i P RSB AE RR SR TR] « PE4h AR G B B — A 7 THI D6 T o

TERFELIN ) 7 T, e PR AR 4 e T 52 B EEAR B PR, 17 HLBG 38 A 252 3 %
HRIEM LSA, AR IR ey, Pl ma L BR G, AR
SR, AEFREE 1165 2 )5, AR RSN Full 28y Down, B RS9 RE 4 8K H b 25 %
HESIER, 2t 60s 25, AWK RMIE R, RS E LM thih M5 SR AE T2
B H #21) ospf database HY, EALIN G —AN/INSF, AR — /N2 A, AT RLERARHE G R A
S FRRMT B, JEANTE BB A% LSU RS 1 I N AR AR EE, TT LA [R5 LSACK,
Lz gk e T SR AT C B, PR OSPF WML 2 AL IS 7] 2 60 434, 30 J3fras FlT
AWEELL R AT 9 DBD BT, BT LU L)% th T LLFRESE 30 4041

AEBC RATT T, RSB T iR A o, AT REAFAE IP ph5e, 1 H 5 %2 3%
AT R, TSP ZE s RS AR, Mo 5 A2 B e AL TR R R s
AFCAJT B HEAT ARP KT, WS SIUr, Bk AR

TERE S DT U 7 T, e PR A4 R o) 52 21 Jak L 1 % ph 2% B BRI it by BRI 1) s
2 Wt A 2 RN B (PR I A s SR P A e T LAIE I O H 1D R 4D 2 bl 48 7 3 B
P R (RT3 v DA Wy 380 52 S e (1) Bt 48 AR H s 1P Hbhk i, IE &R T Bodi#
Al LAEhIE ARP W AL LSACK AR, FF HATHAHLIER] H 1Y) MAC KRR #EZ
BEIRREE

4 KRK)% B R BT T R

LT 5 R R A SR B AT, P AR R R LA (R S R Slave % @3 B0H %
iIE Master # 1 # nlik 1, AUEE OSPF 4R35 0GR (1 37 BT A 32 SRR R o A1 7 OSPF Bk
L5 OSPF 2 Axe B AN 7 ISt 1 HEZ T e Bl 480 £ 755 o

4.1 OSPF Whkpifi

WL IE R OSPF B2 R [ 6 146 H 2832 AR DA Z0UAL - (7] — A JRy sl i v, K N R 00T 1%
1 2516 ARP K H A SRTELERT J7 1K) ARP 15 8, ST REL) 6 th i FER Al 3%, B 552 %
A ANLE R AN Rk, HH T MAC Rtk £ $8 A 9 2 146 458 rh o iR B AN IR (40 A st 2h T s 2
P LAhiE OSPF 41 3T MAC Hitik 5552 3 i B Ab W 2% 1 DX (1) MAC 1o, Jr DASZ 55 % FH 4
(1) ARP FI0i HR - A7 B i P MR ZD % et 2% 1P 1) MAC Mk, Wil 13 B

A U & 2l OSPF Wil dEAT B4, E[RIN: OSPF #3 Hello # ST 2 Hir A H brbdik
ALEPERGE . 6 H bR 2% v A MR GIE i DUB RS A ARP 3R I & 15 A7 AE AT 06 R0 7
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(] MAC Hitk(= &,

Rl ARPR
1. IP:R1_IP, MAC:R1_MAC
2. TP:R2_IP, MAC:R2_MAC
3. IP:R3_IP, MAC:R3_MAC
o e Bk 0SPFHR 3T
WHIP: 55.5.5.5

Attacker

100.1.1.1
SEEES

Bl 13 R AR 5 A
Fig.13 Defence of remote false adjacency

4.2 OSPF &4t BB

AT LU H BT OSPF PMAELE 122 2 N lE 7 sCBEAT BT, (6@ Sr Aok &7, 7] LUl
B MR IAIG Hello ISR KE . Dead I i) [T K%, 436 b r AR5 06 2 MR g, AP0 19 75 2
16 B5UR 0 e BT A J F OSPF B3l by 2 (0 B 2280, 75 ) IE 3 119 OSPF 4B 826 B ot
SEy AENNEFIAE 7 1T, RS G 2 5 R B S5 B AT B B B 3 XA I, 4 P 5
SO RIAE, JF EN SR A PR, R

5 &g

ASCHET Nakibly (WFFTR IS, AT 07 G R Hlis 41 4 OSPF B 20 Hi 1) %
RRFFSER ) 5, JHAEML SR T ST T A0 OSPR 7RG 4R H:0C & I FE TP A7 7L RE L)%
HIPRE R, JFE et 17— Mol Phil OSPF FROCAC S ARP 155 ) 77 AT JR 189 9 B 4T
BB ik, IR e D B S0 45 RS HL, A9 5 DR R AR AR 1 1 i ik
FEBLBOR ERCR R, B S o) S, pRASTEAIR, SO ORI R e, JFe T
AR BT AT . RACK QR SERIF TN ik % OSPF R )ik H Mk S B R 0B o
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